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ABSTRACT 

This article presents a proposal for analyzing messages to detect information security 

violations in the flow of information in the electronic government system, and visualizing 

messages based on the results of the analysis . 
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INTRODUCTION 

In almost all methods used to detect information security breaches in data flows, the efficiency 

of the method directly depends on the mathematical apparatus chosen in the method. In 

particular, when considering the data flow in the e-government system, the mathematical 

expectation and the dispersion of the distribution in adjacent time intervals should not differ 

significantly, therefore, their estimates should be based on moments specially created for this 

purpose. can be obtained by interpolation from the values stored in the table. When analyzing 

scientific works in this area, it was found that the quadratic interpolation method allows 

obtaining the most accurate values for estimating the mathematical expectation and variance 

in the data flow in the electronic government system. 

Therefore, a time table is used to track the flow of information security messages. In the 

proposed method, 24 values of mathematical expectation and 24 difference values 

corresponding to each hour of the day are taken in the time table. Usually, in organizations or 

in voluntary information systems, the dimensions of the time table are selected based on the 

flow of information security messages. The values stored in the moment table are dynamically 

updated using an exponential moving average after receiving the next number of information 

security messages. The exponential moving average (EMA) method is understood as an 

exponentially decreasing and moving EM value with the distance of the calculated value from 

the current observation value. The combination of methods for interpolating moment table 

values and calculating values using ECHO allows us to assess the nature of the circulation of 

information security messages and long-term trends [1]. 

The method for detecting information security violations in the flow of information security 

messages in the e-government system (proposed method) is implemented in a sequence of four 

main stages that f1are xtused each time the next number of information security messages is 

received, which are: 

- Interpolate the values in the table of t −moments and estimate the parameters of the normal 

distribution for the chi time interval ;Ft 

- xt- update the moment table values according to the obtained value; 

-  - Ft estimate the value by calculating its standard value xt based on the distribution 

parameters ;Zt 

- Ztbased on standard price Ixcalculate the cost. 
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- Unlike known approaches, this method allows for dynamic threshold calculations, the 

number of information security alerts in the adjacent time interval, and the identification of 

rapid attacks and threats distributed over time at the e-government system level. Therefore, 

the first step, namely the interpolation of the mathematical expectation and the distribution 

of the number of information security messages in the table of moments, is carried out in the 

computational flow. For this, it is necessary to know the mathematical expectation and 

distribution of the number of messages in order to determine the boundary values of the 

number of information security messages [2]. 

- Calculations of the mathematical expectation and distribution of the number of information 

security messages in an e-government system over a certain period of time can be carried out 

using several methods. However, the advantage of the proposed approach is that it allows for 

the identification of deviations based on comparison with reliable data and, therefore, the 

accuracy of anomaly detection. The main disadvantages of current methods are that, firstly, a 

large amount of data (estimates of the expected value and variance) must be stored for each 

time interval, and secondly, this solution cannot be scaled up. From the point of view of the 

architecture of the e-government system and the monitoring system used in it, changing the 

time interval requires changing the database structure and the program code that implements 

similar functions. 

- When identifying information security breaches in the information flow of the e-government 

system, it is necessary to estimate the mathematical expectation and distribution of the 

number of information security messages in adjacent time intervals based on empirical data, 

to monitor the changes in these values, and then only to calculate the basic values of the 

mathematical expectation and the distribution of the number of information security messages 

for each hour. It is necessary to save. Using mathematical methods, the remaining values of 

the calculations are calculated. Based on the main task of the monitoring system in the e-

government system, the first task is to construct a function that can calculate the 

mathematical expectation and the distribution of the number of information security messages 

from certain points with high accuracy. This task is called curve fitting and can be solved using 

extrapolation or interpolation methods. In the case of e-government data coming from a 

cyclical cycle, extrapolation methods are not considered to be very suitable for this situation, 

since to predict an indicator based on them, reliable data on the dynamics of the selected 

function over at least 5 time intervals is required. The interpolation method is more suitable 

for solving this problem in the data flow of e-government systems, as it is simpler and more 

accurate than extrapolation [3]. 

There are the following possible options for interpolation using polynomials: 

- linear; 

- quadratic; 

- cubic . 

The higher the degree of the polynomial , the more accurate the interpolation result will be, 

but the more difficult it will be to calculate the values. Therefore, it is necessary to choose the 

simplest interpolation method that provides the required accuracy . For the statistical data 

collected in the e-government system, the mathematical expectation and distribution of the 

number of information security messages at each given time interval are calculated, and then 
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these values are compared with the estimated results obtained by various interpolation 

methods over the same time interval, taking into account the time intervals. In the proposed 

method, it is recommended to use the Lagrange interpolation polynomial. 

L(x) = ∑ yjlj(x)

n

j=0

                             (1) 

Here the basic polynomials are calculated according to the following formula: 

lj(x) = ∏
x − xi

xj − xi

n

i=0,j≠

=
x − xo

xj − xo
…

x − xj−1

xj − xj−1

x − xj+1

xj − xj+1
…

x − xn

xj − xn
           (2) 

The results obtained for estimating the mean and variance are presented in the table below. 

The tables contain data for 10-minute intervals. Similar results were obtained for the following 

time intervals: 20 minutes, 5 minutes, 3 minutes, and 1 minute. 

 

Table 1. Comparison of interpolation methods 

Naming 
Interpolation 

method 

Variation 

range 

(message) 

Standard 

deviation 

(message) 

Coefficient of 

vibration 

Linear coefficient 

of variation 

Scorecard. 

Information 

security is waiting 

for the number of 

messages 

Linear 9.2 1.5 0.083 0.013 

Square 5.3 0.7 0.048 0.006 

Cube 5.2 0.7 0.047 0.006 

Assessing the 

change in the 

number of 

information 

security messages. 

Linear 1.1 0.2 0.088 0.013 

Square 0.7 0.1 0.052 0.007 

Cube 0.6 0.1 0.047 0.006 

 

CONCLUSION 

This method allows to calculate the mathematical expectation and distribution of the number 

of information security messages in the adjacent time interval by interpolation using key 

values stored in a specially created table of moments to detect information security violations 

in the information flow of the electronic government system. As a result, it is possible to 

optimize the volume of stored information. Interpolation using polynomials is often used today. 

This is because polynomials are easy to calculate and find their derivatives analytically, and 

the set of polynomials is densely packed in the space of continuous functions. 
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