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ANNOTATION
In article the report of the electronic digital signature on the basis of asymmetric algorithm of
the enciphering based on complexity discrete taking the logarithm and multiplication of
matrixes with parameter on a final field at which, in formation of the digital signature there is
a possibility of a choice of any number from the signed is developed.

Keywords: matrix, parameter, multiplication, finite field, discrete logarithm, complexity,
asymmetry, encryption, algorithm, electronic digital signature.

Traditional the work to conduct according to something information sign , that 's it _
information document status giving a signature put person that's it the document that the
author is ( responsible ) . legal guarantees .

The development of information - communication and computer network technologies created
the basis for the implementation of electronic document exchange . At the same time, the need
to develop a method for determining the authenticity of a document and its author in electronic
document exchange has arisen. Indeed, there are cases of non-recognition of the authenticity of
a document for subjective reasons: it is claimed that the information or signature in the
document is not authentic. Such issues are resolved on the basis of electronic digital signature
(EDD).

Digital signature solves the following issues [1-3] :

—makes it possible to authenticate (determine the authenticity of) the electronic document
source;

—provides a way to determine the integrity of a document based on its hash value;

—provides non-repudiation of the signature .

Currently, there are various methods (schemes) of ERI implementation, which can be divided
into three groups:

1) digital signature system (scheme) based on symmetric encryption ;

2) system (scheme) based on public key encryption ;

3)a system (scheme) based on specially developed algorithms of digital signature formation
and verification .

In this article , electronic information using symmetric encryption algorithms based on
parametric matrix multiplication [4] :

-enable to ensure confidentiality;

—It is analyzed whether it can be applied to the solutions of cryptographic problems, such as the
implementation of the solution of the problems of verifying the integrity of the information and
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ensuring its authentication, enabling the implementation of an electronic digital signature
together with the given XF, and developing practical application methods and protocols.

There are two ways to implement the ERI protocol scheme using a public key (symmetric)
encryption algorithm.

In the first way to ensure the ERI of an electronic information, it is possible to use the encrypted
expression of this information using the secret key of the sender of the electronic information.
In this case, the ERI is the same as the length of the data to be signed. In order to create such
signed information - an electronic document - the information to be signed is encrypted with
the private key of the signer. In that case, all users of the information and communication
network can make sure of the correctness of this signature by decrypting the information
encrypted with the public key of the author (owner) of the signature. If the decryption result is
the same as the signed information, the electronic document is considered authentic, otherwise
it 1s not authentic.

In the second method, a digital signature is calculated and together with the information to be
signed, it is sent to the corresponding subscriber through an open information and
communication network. The calculation of the digital signature is carried out with the secret
key of the signer, depending on the value of the result (checksum, hash function) of mapping
the initial information to a digital block. In this case, the length of the digital signature does
not depend on the length of the information to be signed. Implementation of the digital
signature with the private key of the signer, as in the first method, ensures that the authority
to correctly form his digital signature is given only to the author of the signature. In turn, the
signature verification algorithm is known to all users of the information and communication
network, and its verification is carried out with the public key of the signature author.

The first method looks at the protocol scheme. Let each i -user and j -user of the information-
communication network have their own and (k},k') key pairs according to the symmetric

encryption algorithm E (for example: RSA, El-Gamal, etc.) . (k°, k")

If the creator of the electronic document - information is M not confidential, she is without
1) user 1 executes the digital signature in this form: P
MITE.M)=MI[lP=M,

where M -digitally signed information —is an electronic document.

sent to user j through an open information and communication network .
Having received the information, user j performs the following:

1) Signed M - a digital signature P =E,_(M)is separated from the data.

2) The k! digital signature is decrypted by the public key of the author of the signature:
D,.(P)= D,.(E,.(M))= M

3) If the information obtained as a result of decoding the digital signature is the same as the
signed information, then the electronic document is considered authentic, otherwise it is not
authentic.

When the information to be signed is confidential:
1) User i creates a digital signature P in this form:
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[MIIE.(M)I=E,[ Ml P]=

here M - signed information - electronic document.

2) The electronic document is sent to user j through an open channel of the information and
communication network .

Having received the signed secret information, user j performs the following:

Performs this decryption with its private key k'

D, (M)=D,(E,[MI[E.(M)D=M [lE (M)=M

2) A M digital signature is created from the information obtained as a result of decryption
P=E_(M).
.

Performs decryption with the public key of the author of the digital signature :k;’
D, (P)= D, (E..(M))= M

4) If the information obtained as a result of decoding the digital signature is the same as the
signed information, then the electronic document is considered authentic, otherwise it is not
authentic.

The second method looks at the protocol scheme. It is considered a digital signature, that is, the
result of mapping the information into a digital block ( checksum NY , hash function H(M) =h
) is performed with the secret key of the signer. The protocol of ERI formation, transmission,
reception and verification of digitally signed information is considered.

If the electronic document organizer M - information if not confidential, it is without:
1) user i executes the digital signature in this form: P

M | Eki14(NY)= MIlP=M,

where M -digitally signed information —is an electronic document.
sent to user j through an open information and communication network .
Having received the information, user j performs the following:

1) Signed M - a digital signature P = Ek:‘, (NY) 1s separated from the data.

digital signature is decrypted with the public key of the author of the signature:k;’
D,.(P)= Dk;) (E,,(NY))=wm.

3) If the information obtained as a result of decoding the digital signature is the same as the

K"

signed information, then the electronic document is considered authentic, otherwise it is not
authentic.

When the information to be digitally signed is confidential :
1) User i creates a digital signature P as follows:

E.[MIIE.(NY)I=E.[MmI[lPl=

here M - signed information - electronic document.
is sent to user j through an open channel of the information and communication network .
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Having received the signed secret information, user j performs the following:
Performs this decryption with its private key k'

D,.(M)= D, (E,[MIIE(NY)D=m [l E.(NY)=m"

ki«‘i

2) A M digital signature is created from the information obtained as a result of decryption

=E,.(NY).
3) Performs decryption with the public key of the author of the digital signature :k’
D, (P)= Dki" (E, . (NY))= NY.

4) If the NY of the information obtained as a result of digital signature decryption is the same

k i,H

as the NY obtained as a result of digital signature decryption , then the electronic document is
considered authentic, otherwise it 1s not authentic.

The disadvantage of the ERI based on the public key encryption algorithm is that there is only
one possible digital signature corresponding to the given M -information. Because the checksum
NY (M )= NY corresponding to the given M -data always has the same value as the calculation
of the hash function H(M) = H value is based on the keyless algorithm and always has the same

expression as a result of encryption and decryption is divided. This situation makes it difficult
to use such ERI algorithms.

Specially developed (created) ERI calculation formulation and its verification algorithms are
free from the above-mentioned shortcomings. Because in these algorithms, the value of the
hash function of the information to be signed, in addition to the secret key of the signer, a
parameter chosen by the signer is also used in forming the ERI.

Below is a symmetric encryption algorithm [4] created based on the complexity of the solution
of the problem of parameter multiplication of matrices and discrete logarithmization in a finite
field together with the given XF, using a parameter chosen by the signer practical application
methods and protocols will be developed for the implementation of electronic digital signature,
verification of the integrity of information and solutions for ensuring its authentication .

Rl = gxh mod p of R t mxn “matrix are determined by calculation, where X;- unknowns (may
consist of bytes), i=1,...,m; 1=1,...,n. Then (p, g, A tmxn, R tmxn) is the public key of the quaternion,

and X; - the unknowns are t - of the user are declared as secret key elements.

Cryptosystem | - user t- to user M __ - encrypts public information and sends it with a digital

nxm

signature depending on its hash value as follows:

1. M =M - according to the algorithm of the hash-function of selected open data, its hash
valueisH() M=H(M__)=H _=H.

nxm
R -numeric signature j on this hash-value is formed by the user X.'s private key and a number

chosen by him k;:

a) R™ =R™ = g “*% mod P matrix elements are calculated;

b) Encryption A’ is performed in the form ® H= A’ +A RMH nxrn(mOd p)

mxn

P and a digital signature is formed.
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3. The information M to be signed and its digital signature are P combined to obtain M | |P =
M’ -extended electronic document.
4. By Jrandomly choosing a number known only to the user , the K elements of the matrix are

calculated according to the public key of the R = R%na = (R!)*mod p=g"“" mod pt - user.
R'mn

5. A, By performing the encryption in the form C,, = (W, ,;d, =g“mod p;d_=g“ mod p)

nxm?

®M! =A +M _+A R* M’ (mod p) W, triplet is sent as ciphertext.

nxm nxm

cipher has received the t data C__ = (W d,;d p) - the user performs the decryption as follows:

nxm?

ko

1. Using a t secret key d,”" mod p =g*" mod p = D; known only to the user X, the values are

calculated and the D_ _matrix is generated.
2. Open is the matrix A’ = (I__+A D¥ )*(—A'_)mod pwhich is the parametric inverse
of the key (A' )",

3.R= D:im Decryption is performed by performing this value substitution operation:
(AL) " ®w, = (I, + A, D) (~A.)® (A, +M'un+ A _RY M'nm)(mod p)=
= (1., + Aﬁmefnkxn) A+ (A, + M + AR M o) +

(L + AR T (AL R, (AL, M + AL RY M o) (mod p) =

=(lo + AR T CAL) (L + REALD) + AL+ (L + AR M o +

+ (1 + AL Re)  (CALDRL, (L + ALLREL )M nen (mod p)

If all the diagonal elements of the matrices in the expression of this last equality are non-zero,
and all other elements are zero (such matrices have the property of commutativity), then the
equality does not change even if they are exchanged in the terms involving matrix products.
This equality holds for such matrices:

(A:Xm)\_l ® anm = (I nxn + A:XIT] th:xn) 1(_A:Xm) (I mxm + R:r:(xn A:Xm) + A:Xm +
+ (I nxn + Art1><m th:xn)M /nxm + (Inxn + Arthm th:xn) 1(_Art1xm)thT|1(xn (I nxn + Ar:mer:(xn)M nxm (mOd p )=
(_Aftlxm)(l nxn + Anxm thTll(Xﬂ) N (Ime thTll(Xn Anxm) + Aft]Xm + + (Inxn + A:Ixm R:T:(XH)M /n><m +
CADRE (o AR (L +ALRIIM, . mod  p ) = —A +A +
M /nxm + An thr:(ng /nxm - Anxm th:xn M /nxm ( mod P ) =M /n><m.

In general, if the matrices participating in these equality expressions are chosen so that they

have the property of commutativity, the decoding process mentioned above can be easily
implemented. Here

M /nxm nxm | | anm and anm A‘njxm + H + Anjxm Rrililn nxm (mOd p)= A’|j><m® H = P

taking into account that the process of determlnmg the correctness of the electronic digital
signature continues as follows:
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4. j-is R} calculated by D™ multiplying by the public R} =g %% mod p = D.“key of the

mxn nxm

user, the d = g"“ mod p-matrix is generated.

5. Open is the matrix A = (I__+A' D )*(-~A" Ymod p which is the parametric inverse
of the key (A’ ).

6. R =D Decryption is performed by performing this value substitution operation:

nxm

(AL ®w, =, +A Dr) (-AL)® (AL, +H, ., + A R%H, )(mod p)=

= (1., + Aﬁmen‘fin) AL (AL +H L+ ALREH nXm)+

(L + ARG AL R (AL +H +ALREH, ) (mod p) =

= (L + ARy AL (1 + RELAL) + AL+ (1 + ALREDH,, +

+ (1 + AR T AR (L, + ALREDH,, (mod p)

Taking into account that only the diagonal elements of the matrices in the expression of this
last equality are not zero, and all the other elements are zero (such matrices have the property

of commutativity), using the fact that the equality does not change even if they are exchanged
in the terms involving multiple expressions of the matrices, this equality has the equality:

(A" ® W, = (I + ALRED) AL (L T REGAL) + AL+

+ (L + ALREIH o+ (L + ALRE) AR, (1, + AR IH,, ( mod p )=

AL+ ALRED) T (L +REAL) + AL + + (I + AL REIH L +

(—Anim)Rn‘;iln(lnxn +ALREYI(L, +ALREIH o (med p ) = —AL +AL +
ot AR H o Hon # ALRGH = ALRLH, (modp)=H, .

7. The part of the expanded document M, generated as a result of decryption of encrypted

information by M, user C,_tishashed: H( M)=H M, ||PO M, =H,

8. H=IfH(M

the authenticity of its electronic digital signature implies the authenticity of its source .

lnxm

)= H=_ _H, the electronic document is considered whole ( authentic ) and

In the proposed ERI algorithm, in addition to the private key of the signer, a parameter
chosen by the signer was also used. Therefore, this ERI algorithm has the same properties
as ERI algorithms based on the formation and verification of a specially designed (created)
digital signature calculation.
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