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ABSTRACT 

The article presents a network of SREXPES8–2 with two round functions, which uses a single 

algorithm for encryption and decryption of sequential blocks of parts. 
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INTRODUCTION 

The PES block encryption algorithm was developed in 1990 year and is based on the Lai-Massey 

scheme. In 1991, the authors modified this encryption algorithm and named it IDEA. In these 

encryption algorithms, round keys are multiplied by the module on the part blocks 1216 + , added 

by the module 
162 , and in the MA transformation, 1216 +  modular multiplication, 

162  module 

addition operations are used, i.e. not used operations such as shift, substitution with S-box, 

However, a single algorithm is used in encryption and decryption, as well as encryption round 

keys are used in reverse order in decryption, just like the Feistel network. The IDEA NXT block 

encryption algorithm is based on the extended Lai- Massey scheme developed by P. Junod, S. 

Vaudenay. Later, the IDEA NXT algorithm came to be known as FOX. Using the structure of 

the PES block encryption algorithm, created networks PES4–2 [6], PES8–4 [1], PES32–16 [8]  

and PES2m–m [9], EPES8–2 [2] consisting from round function  

Currently, block ciphers are widely used, which use the same encryption and decryption 

algorithm. Examples of such block cipher algorithms are block cipher algorithms, based on the 

Feistel network. In the Feistel network, the permutation and substitution operations are 

reflected in the round functions, and the round function does not depend on the structure of the 

network. In addition, it is possible to use round functions as one-way function. One of the actual 

tasks is the development of a network based on the structure of the encryption algorithm PES 

and the extended Lai-Massey scheme, using the same algorithm for encryption and decryption, 

by using round functions instead of MA transformation. Based on the above, this article 

presents the network SREPES8-2 (subblocks successively replaced extended PES) developed 

based on the structure of the encryption algorithm PES and the extended Ley-Massey scheme, 

consisting of eight subblocks and two round functions. 

 

Network structure. In the proposed network SREPES8–2, the operations  (mul),  (add) ва 

 (xor) can be used as operations  z0, z1, z2, z3. Here  – multiplication of 32 (16, 8) bit blocks 
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by module 1232 + ( 1216 + , 128 + ), – addition of 32 (16, 8) bit blocks by module 322 ( 162 , 82 ) and 

 – addition of 32 (16, 8) bit blocks by XOR. It is possible to create block encryption algorithms 

with a block length of 256 bits when the length of the subblocks of the network is 32 bits, 128 

bits with a block length of 16 bits, and 64 bits with a block length of 8 bits.  

In the network SREPES8–2 the length of round keys )1(10 −iK , 1)1(10 +−iK ,…, 7)1(10 +−iK , 1...1 += ni , the 

input and output bits of round functions  0F , 1F  is equal 32 (16, 8) bits. The length of round keys 

8)1(10 +−iK , 9)1(10 +−iK , ni ...1=  not equal to  32 (16, 8) bits. The encryption formula of the network is 

given in formula (1), and the functional scheme is shown in Figure 1, and the round functions 

described in the formula 
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Fig 1. Functional scheme of network SREPES8–2 

In W transformation in each round the subblocks 
0

1−iX  and 4

1−iX , 
1

1−iX  and 5

1−iX , 2

1−iX  and 
6

1−iX , 

3

1−iX  and 
7

1−iX  will replaced between themselves. Based on the replacement of subblocks, each 
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variants of networks SREPES8–2 can be build. The networks represented in fig.1 accept as first 

variants, 

- only subblocks 0

1−iX  and 4

1−iX , 1

1−iX  and 5

1−iX , 2

1−iX  and 6

1−iX , ni ...1=  replaced, as second 

variant (Fig. 2), 

- only subblocks 0

1−iX  and 4

1−iX , 1

1−iX  and 5

1−iX , ni ...1=  replaced, as third variant (Fig. 3), 

- only subblocks 0

1−iX  and 4

1−iX , ni ...1=  replaced, as fourth variant (Fig. 4), 

- subblocks is not replaced, as fifth variant (Fig. 5), 

- only subblocks 1

1−iX  and 5

1−iX , 2

1−iX  and 6

1−iX , 3

1−iX  and 7

1−iX , ni ...1=  replaced, as sixth variant 

(Fig. 6), 

- only subblocks 2

1−iX  and 6

1−iX , 3

1−iX  and 7

1−iX , ni ...1=  replaced, as seventh variant (Fig. 7), 

- only subblocks 3

1−iX  and 7

1−iX , ni ...1=  replaced, as eighth variant (Fig. 8). 
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 , in the output transformation 

(1) 

The encryption process in variants 2–8 are similar to (1), only 

- in the second variant, 3

iX  and 7

iX  values, 

- in the third variant, 2

iX  and  6

iX , 3

iX  and 7

iX  values, 

- in the fourth variant, 1

iX  and 5

iX , 2

iX  and 6

iX , 3

iX and 7

iX  values, 

- in the fifth variant, 0

iX  and 4

iX , 1

iX  and 5

iX , 2

iX  and 6

iX , 3

iX  and 7

iX  values,  

- in the sixth variant, 0

iX  and 4

iX  values, 

- in the seventh variant, 0

iX  and 4

iX , 1

iX  and 5

iX  values, 

- in the eighth variant, 0

iX  and 4

iX , 1

iX  and 5

iX , 2

iX  and 6

iX  values are replaced 
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Fig.2. Second variant of network SREPES8–2 
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Fig.3. Third variant of network SREPES8–2 
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Fig.4. Fourth variant of network SREPES8–2 
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Fig.5. Fifth variant of network SREPES8–2 
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Fig.6. Sixth variant of network SREPES8–2 
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Fig.7. Seventh variant of network SREPES8–2 
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Fig.8. Eighth variant of network SREPES8–2 

  

Keys generation. In −n rounded SREPES8–2 network, in each round applied 10 round keys and  

in the output transformation applied 8 round keys, i.e. the total number of round keys is 810 +n

. In encryption, the basis of key K  generating encryption round keys c

iK . Decryption round keys 

d

iK are created based on encryption round keys c

iK . In encryption process in Figure 1 and 

formula (3), uses an encryption round key c

iK  instead of iK and  decryption process uses a 

decryption round key d

iK , i.e. a single algorithm is used for encryption and decryption, only the 

order of the round keys. The n-round EPES8–2 network in all variants The first, second and n-

round decryption round keys are associated to the encryption round keys as follows: 
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 (2) 

If z0, z1, z2, z3 applied as  operations, then 1−= KK ,  operations are applied, then KK −=  and 

 are applied, then KK = , here 1−K  –  multiplication inversion K  by modulo 1232 +  ( 1216 + ,

128 + ), – K - additive inversion K  by modulo 322  ( 162 , 82 ). For 32 bit numbers 

)12mod(1 321 += −KK , 16 bit numbers )12mod(1 161 += −KK , 8 bit numbers 

)12mod(1 81 += −KK  and K− K =0, 0=KK . 

The decryption round keys of the output transformation are associated with encryption round 

keys as follows: 
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RESULTS 

In article on the basis of the encryption algorithm PES and the extended Lai-Massey scheme 

developed network SREPES8–2. In developed network as round function can choose any 

transformation, including one-way functions. Because when decryption no need to calculate 

inverse round functions. The advantage of the developed networks is that the encryption and 

decryption  using the same algorithm. It gives comfort for creating hardware and software-

hardware tools. 

In addition, as the  round function using the round function of the existing encryption 

algorithms for example, encryption algorithms based on Feistel networks, you can develop these 

algorithms on the basis of the above networks. 
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